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A Saturday 13 May 2023, a Network Rail vehicle
wasforced off the road by three other vehicles as it
entered the motorway.

A Three peoplewearing balaclavas and carrying
crowbars forced the driver from the vehicle before
was driven away from the location.

A The vehicle was pulling a trailer containing a full re
of 24 core fibre

A The vehicle had just left an NR storage unit in
Armthorpe, Doncaster, and the theft happened a few
minuteslater
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IMMEDIATE ACTION REQUIRED
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home safe
every day

Safety Advice

Workforce and Security stadhould be aware of any vehicles loitering around
depot entrances, especially in the hours of darkness. Note the make / model
of the vehicle and the number platepossible.

When leaving depots, be aware of any vehicles potentially following and if
safe, do not pull over if indicated to do so.

All staff are to be vigilant and check ID / vehicle registrations as there is a ri
that stolen equipment may be used to gain access to other NR sites to
undertake further theft of metal resources.

Consideration to be given to using heavy goods vehicles or covered vehicles
for the transportationof expensive equipment.

Project / programme management teams are to engage with Route / region
security leads to consider security measures for the protection of resources.
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The unknown national telecommunications provider

myn &SIFENRQ SE
telecommunications services
the railway
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We are all focused on
p e o p e delivering for passengers

and freight users
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circuits managed

6 Data Centres

(owned, occupied and managed)
Tier 3+ Resilience & Independently assured by NCSC

CPNI

Centre for the Protection
of National Infrastructure
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~7+ | Security Centre
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NetworkRail

A By 0ird largdstReié doms\
operator in the UK by assets
and reach

A public sectoilowned network
with government investment

We operate and
manage a nation
fibre network

[
managing our operational
S ec u r I ty data is a 24/7 task

Daily — over 112m events monitored

Monthly - 200 security incidents

investigated | ‘
e
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Providing connectivity for over

operational railway assets



Future Connectivity
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For remote condition monitoring; T Connecting offices, sites and
track access and possession data centres to IT systems
management. and capabilities.

Re-using rail infrastructure
to connect passengers and
lineside communities.

Enabling data-led decision making to
drive safety and performance for

passengers and station users.
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And example of connectivity challenges today

Current Status - Banavie South RETB* 4 wire system to Crianlarich failed

NetworkRail

Service is provided by BT

The service does have diversity, over a dial-up modem 2 wire system,
however, this has also failed.

Route Telecom technicians have confirmed dial tone at both ends of
the 2 wire system and are working with Signalling colleagues to
resolve.

BT have updated that an engineer will be assigned to investigate the
fault on the 4 wire system today, but cannot provide an ETA as yet.

At 08:30 on 15/6/23 already over 800 delay minutes incurred

Control Measures

A
A

To enable the running of trains Pilot Working is currently in place,
with 3 x staff (MOMSs) this service will cease at 14:00 (14/6/2023)

This will mean 2 trains per hour will be cancelled, up until 2200 when
services close.

Next Action

A

BT to provide engineers ETA. * Radio Electronic Token Block
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